
Empowering organizations to effectively govern business complexity and continuous 

transformation through process based quality, performance and compliance solutions. 
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GRC – Governance, Risk and Compliance 
EPC helps you reliably achieve objectives 

and address uncertainly with integrity 

by managing risks and meeting compliance requirements. 



GRC – Governance,  Risk, and Compliance 

Interfacing’s GRC solutions will help you optimize risk 

management and compliance processes, while controlling the 

costs of compliance to achieve maximized efficiency and 

agility.  

 

As a centralized repository, Enterprise Process Center ® 

(EPC) is a single point of access for an organization to 

centrally manage its operations. EPC offers an integrated, all-

in-one platform to manage your GRC lifecycle and GRC 

initiatives.  

 

By breaking down departmental silos and aligning objectives 

with processes, EPC enables digital transformation to 

improve efficiency, enhance customer value, manage risk 
and uncover new monetization opportunities. 

Structure 

Integration 

Alignment 



The EPC’s GRC module provides organizations with: 

W W W . I N T E R F A C I N G . C O M  

Total Risk 

lifecycle 

Management 

Process-oriented 

Risk assessment 

and control 

Integrated 

Control 

Management 

Risk and Control 

Monitoring 



EPC’s GRC Framework 

Key Features 
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• Centralized process and information repository 

• Clarify roles & security levels, assign tasks & ownership to multiple roles 

• Processes, systems, applications and data integration 

• Map & visualize EPC objects in a centralized view 

• Cross-module interdependencies allowing reuse of EPC objects 

• Internal knowledge gathering, retention, and improvement platform 

• Change control through automated updates, reviews, and approvals  

• Real-time notifications to communicate changes followed by new requirements 

• Track collaboration and actions 

• Multi-user collaboration 

• Mobile responsiveness to access, edit, review, update and approve EPC objects on-

the-fly 

• Auditing, monitoring and reporting capabilities for audit and risk control 

• Business maturity & continuity planning  



Under EPC’s GRC Umbrella 
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BCM (Business 

Continuity 

Management) 

Data Governance 
Audit &  

Compliance 

Risk Management & 

Control 

1. Complete Risk 

Lifecycle 

Management 

 

2. 360-degree Risk 

Assessment 

 

3. Integrated Control 

Management 

1. Complete Data 

Lifecycle 

Management 

 

2. Data-process 

Alignment 

through Impact 

Graphs & ERD 

 

3. Data Ownership 

& Permission 

Assignment  

1. Audit Planning, 

Execution, & 

Review 

 

2. Create CAPAs & 

assign AIs 

(Action Items) 

 

3. Incident 

Management & 

AIs 

 

 

1. Risk Assessment 

 

2. BCP (Business 

Continuity Plan) 

 

3. DRP (Disaster 

Recovery Plan) 

*disclaimer: applications are separate modules to be added-on;  

please inquire for more information 



The EPC and Risk Management 

Risk  

Management 

Lifecycle 

Identification 
Users can input everything from a lengthy description to the risk 

category, associated documents and  members of the organization. 

Mitigation 
Controls are assigned to compute residual risk . A score is 

allocated before and after the mitigation takes place. 

Assessment 
The EPC includes risk impact and likelihood assessment 

capabilities for prioritization purposes. 

Monitoring 
Detailed reports can be extracted from the EPC through its business 

intelligence engine. This can be used to monitor the organization’s 

risk management strategy. 

Risk Management Lifecycle  



1. Complete Risk Lifecycle Management 

– Build proactive risk management strategies from risk identification 

and prioritization to mitigation! 

Risk Management & 

Control 

 

 Detailed risk library including identifier, 

description, type, category, responsible 

resources (via RASCI-VS) 

 

 Customizable risk matrices including risk 

likelihood, impact, score, percentage, color 

and priority 

 

 Import/export risk details via Excel 

 

 End-to end process visibility associated with 

risks 

 

 Filter, search, & report risks by attributes 

 

 Reusable risks & controls 

 

 Triger CAPA based on process & task risk 

analysis 

 

 

Comply with laws 

and regulatory 

requirements such 

as Sarbanes Oxley, 

Basel III, IMF, HIPPA, 

FDA, GDPR, ISO 

15000, ISO 27000, 

etc., with EPC. 

Visualize your risks & controls 

via hierarchical process 

diagrams & impact graphs. 

 

Impact graphs provide a 

visual representation of the 

upstream & downstream 

associations and impacts 

related to items in EPC. 



Risk Management & 

Control 

 

 View the cause & effect of risks to track 

critical risk information; risk managers 

analyze and prioritize risk mitigation 

 

 Extended risk editing (gross risk per 

process, net risk per control on process, 

specific controls per process, override 

roll-up calculation per process) 

 

 Detect a risk’s occurrence; automated 

risk roll-up algorithm for risk scoring 

 

 Residual risk provides realistic view of 

potential impact 

 

 Risk matrix visualizes 5 different levels of 

risks residing in processes 

 

2. Risk Profile: Cause, Effect & Detectability 

Visualize & analyze 

how a risk should be 

managed with this 

interactive risk profile 

graph; hover over a 

node to obtain 

information such as: 

impact, likelihood, 

priority and score. 

 

Hover over a score in this chart for info. 



Risk Register Report 



3. Integrated Control Management 

– One centralized control repository supporting audit & monitoring! 

Risk Management & 

Control 

 Monitor controls through audits 

 

 Recurrent audit scheduling 

 

 Implement CAPAs based on test results 

 

 COSO ERM framework 

 

 General analysis, critical path analysis & 

high risk path analysis generated in a 

dynamic manner 

 

 General report & custom report 

 

 Reusable key risk & control indicators for 

more than one source  

 

 Target threshold setting for continuous 

improvement 

 

 

Comprehensive risk matrix reports, 

risk details reports & target 

threshold setting for ongoing risk 

monitoring & prevention 



3. Integrated Control Management Risk Management & 

Control 

 Monitor controls through audits 

 

 Recurrent audit scheduling 

 

 Implement CAPAs based on test 

results 

 

 COSO ERM framework 

 

 General analysis, critical path 

analysis & high risk path analysis 

generated in a dynamic manner 

 

 General Control Matrix Report & 

custom report 

 

 Reusable key risk & control indicators 

for more than one source  

 

 Target threshold setting for 

continuous improvement 

 

 



Control Properties – COSO Components 

Control Activities: 

• Authorization 

• Configuration/Account Mapping 

• Exception/Edit Report 

• Interface/Conversion Controls 

• Key Performance Indicator 

• Management Review 

• Reconciliation 

• Segregation of Duties 

• System Access 

 

 

 

 

 

 

 



Audit & Compliance 
1. Audit Planning, Execution & Review 

– Never miss an opportunity to validate compliance! 

 Capture all audit & test instances within one 

repository 

 

 Search & sort audit fields by ID, name, 

frequency, sample size, etc. 

 

 Triggered-to-start ad hoc audit & pre-

scheduled audit 

 

 Set key audit attributes such as auditor and 

auditee, deadline, trigger to start, 

prerequisite, etc. 

 

 View, edit and add sample results for 

different audit purposes 

 

 Determine sample effectiveness and 

accuracy through automation buttons 

 

 Complete audit trials & reports 

EPC reduces the time to 

plan, customize and 

document an end-to-end 

audit by means of 

automation 



Audit & Compliance 2. Create CAPA(s) & Assign Action Item(s) 

 Trigger CAPA via failed audits, incidents, or 

ad hoc requests 

 

 Add multiple AIs that define specific criteria 

(e.g. AI name, owner, action type, priority, 

etc.) 

 

 Assign AIs to specific resources with clear 

deadlines & level of priority 

 

 Automatic escalation CAPA request to its AI 

owner or a different role of equal 

responsibility in case of absence of its AI 

owner 

 

 Allow AI owner to request extension on his 

assigned AI 

 

 Collect & store AI evidence to validate 

completion 

 

 

 

 

Automated CAPA & AI management simplifies 

the complexity of creating a full transparent 

audit cycle 



Drilldown to view subsets of each CAPA Audit Issue; expose and consult all related CAPA and Action Item details. 

CAPA Report 



• Quickly generated based off real-time data 

• Embed dashboards and charts into forms 

• Monitor status and progression; percentage 

of closed vs. open CAPAs update in real-time 

• Detailed, automatically generated reports in 

multiple formats such as Excel, PDF, etc. 

CAPA Report & Dashboard – Closed vs. Open 



Audit & Compliance 
3. Incident Management 

– Prevent any hazard that can harm your organization’s operations, 

services and reputation! 
 Incident investigation with E-signature 

confirmation of completion 

 

 Reuse information from previous stages of 

an incident process 

 

 Perform root cause analysis & risk analysis 

 

 Set multiple review cycles & approval 

cycles 

 

 Trigger an escalation to CAPA if needed 

 

 Track incident with tracking code at any 

stage of the process 

 

 Incident reports with detailed drilldowns to 

view subsets of relative information 

Build an Incident 

Management process and 

trigger CAPA based on 

failed incidents. 



Drilldown to view subsets of each Incident Report to expose and consult all related CAPA and Action Item details. 

Incident Report 



The Impact report 

allows a user with 

proper access and 

security to select any 

object or asset (as 

specified to the right) 

and view all of its 

associations and 

impacts 

Impact Report (Assets) 





 

Drilldown further 

and generate a more 

specific report on a 

related object such 

as a control, (for 

example, as shown 

on the right) to view 

details such as 

control description, 

type, owner, 

frequency, control 

type, and additional 

related impacts 

 



• Incorporate dashboards and charts into forms 

• Monitor test progressions, percentage of 

resolved incidents in real-time  

• View number of incidents logged per location, 

within a specific time frame 

• Drill down into metrics 

Incident Dashboards 



1. Complete Data Lifecycle Management 

EPC creates & maintains robust 

Master Data assets for your 

organization, and guides you towards 

success 

– Build your enterprise data catalogs based on a centralized Master 

Data file to create a common point of reference! 
 Full-text search on all meta data (e.g. 

names, descriptions, custom properties, 

etc.) for easy & fast data retrieval 

 

 Import Master Data of a specific system 

 

 Mobile responsiveness: create Master Data 

on-the-fly 

 

 Customize your data (e.g. business-friendly 

vocabulary, pre-defined values…) 

 

 Search, filter & report by compliance 

attributes 

 

 Automated revision & approval workflows 

 

 Change notifications to all stakeholders 

 

 Full audit trial on all data changes 

Data Governance 



2. Data-process Alignment Visualization 

EPC indicates data lineage 

through Hierarchical Graphs & 

Impact Graphs 

– Align your Master Data with your business processes by visualizing 

all touchpoints centrally! 

 Clarify interdependencies among data (e.g. 

relationship between entities and attributes, 

documents used, applicable business rules, 

etc.) 

 

 Associate in which system, forms and 

screens data is created, updated or used 

 

 Document which data applies to GDPR & 

other compliance regulations 

 

 Use Impact Graph to see multi-level 

downstream impact (e.g. by role, system, 

process, task, etc.) 

 

 Relate accurate data to any process or 

activity by Application Database Entity 

Relationship Diagram 

Data Governance 



3. Data Ownership & Permissions Assignment 

EPC clarifies data ownership & 

permissions by following best practice 

frameworks and combining security 

matrices (RASCI-VS & CRUD) 

– Control who can read, write, edit, approve and delete your data! 

 Clarify data ownership through RASCI-VS 

(Responsible, Accountable, Supportive, 

Consulted, Informed, Verifier, Signatory) 

 

 Clarify data access permissions through 

CRUD (Create, Read, Update, Delete) 

 

 Define required permissions by role and 

entity and/or attribute 

 

 Define WHERE data is used in which 

processes, WHO and for what purpose 

(WHY) 

 

 Collaboration by leveraging crowd source 

efforts 

 

 One-click Master Data Book generation 

 

 Report on all data touchpoints across your 

processes & tasks 

 

Data Governance 



 Determine how much risk you are 

willing to accept to produce value 

within the risk appetite survey  

 

 Define threats or hazards properly and 

associate the employee at risk with 

that threat, or identify employees that 

work in a location with multiple threats 

present 

 

 Select an EPC object such as a 

process or control and calculate its 

impact, likelihood, and detectability; 

weighted averages on each radio 

button determine the overall risk 

appetite and assessment of the object 

 Generate real-time graphical charts 

from RIA data captured around your 

processes or controls 

Risk Surveying 



1. Risk Surveying 

– Assess a risk & its downstream associations to understand potential 

impact of the risk! 
 Visualize risks & collateral associations (e.g. 

department, service, rule or asset) by 

Impact Diagrams 

 

 Determine your risk appetite & produce 

effective KRIs with RIA (risk impact 

analysis) 

 

 Generate real-time graphical charts from 

RIA data captured around your processes 

or controls 

 

 User-friendly dashboards & customizable 

reports transforming raw data into 

actionable management insights 

 

 Pre-calculated rules based on weighted 

averages transform raw data into 

dashboards and reports to generate overall 

impact, likelihood, and detectability scores 

 

Risk Surveying 

EPC 

provides risk 

assessment 

forms, 

reports, 

graphs, 

surveys & 

dashboard 

to govern 

complexity 



 Define critical business processes, 

activities, key resources & assets 

using BIA (business impact analysis)  

 

 Access & reuse already created 

processes from the EPC to your BIA 

 

 Assign criticality scoring & calculations 

of recovery objectives to your process 

 

 Create BCP from pre-built templates in 

BIA, revisit, & maintain BCP over time 

 

 Associate BCP to processes, assets, 

asset owners, controls, etc. 

 

 Create & map Alternative Processes 

for your workforce to adjust to a back-

up plan 

 

 BIA dashboards generated based off 

real-time data 

BCM (Business Continuity 

Management) 

 

Business 

Continuity 

Management 

Dashboard 

 

View all processes 

and their statuses -

- urgent, internal 

service, external 

service, SLA, RTO  

 

View top processes 

at risk  

 

View most cited 

process 

 

 

BIA Dashboard 

 

Generated based off real-

time data  

 

Embed charts and 

dashboards into forms 

 

Drill down into macro-

processes 

 



 

Reports 

 

Export collected data with a single 

click 

 

Detailed, automatically generated 

reports in multiple formats such as 

Excel, PDF, etc. 

 

Customize reports with your logo 

 







3. DRP (Disaster Recovery Plan) 

– A documented & structured approach with instructions for responding 

unplanned incidents! 
 Classify disaster data according to 

criticality & severity 

 

 Access contract lists & recovery 

team 

 

 Route AIs to AI owners, 

communicate deadlines & step-by-

step procedures to AI owners 

throughout DRP 

 

 Simulate or launch DRP in real time 

 

 Mass notifications sent to critical 

resources following a crisis event 

 

 Store AI list and process history with 

previous details (e.g. who sent, 

received, modified, completed, and 

approved which AI) 

EPC covers a broad spectrum of 

DRP initiatives from strategy to 

execution 

BCM (Business Continuity 

Management) 




